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Abstract

The article examines why classical crisis communication models lose practical strength under conditions where
evidence, attribution, and public judgment are exposed to synthetic manipulation. The study focuses on the
transfer of cognitive influence practices from military and intelligence settings into corporate reputation
management, executive protection, and stakeholder communication. Its novelty lies in treating deepfakes as an
entry point into the wider field of cognitive warfare, where the attacker targets the audience’s capacity to evaluate
evidence, not a single message. The purpose is to explain why response-speed models become fragile when the
factual basis of a crisis remains contested. The study draws on comparative source analysis, conceptual synthesis,
and typological classification of ten recent academic sources. The analytical section identifies three shifts: from
disinformation to cognitive manipulation, from speed to attribution logic, and from crisis reaction to cognitive
resilience. The proposed framework supports corporate communication teams facing synthetic media, coordinated
amplification, and trust erosion.
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1. Introduction sibility, choose a response posture, address stake-
Crisis communication theory developed around  holders, and correct false interpretations. Synthetic
situations where an organization faces reputational  evidence and coordinated amplification disturb that
pressure after an operational failure, scandal, order at the first step (Deppe & Schaal, 2024; Sab-
accusation, accident, data leak, leadership misconduct zevari et al., 2024; van Diggelen et al., 2025).

claim, organized information attack, or external
Deepfake  video, cloned voice, Al-generated

screenshots, fabricated documents, and automated

disruption. The usual sequence presumes that the
communicative task starts after the organization has

established the relevant facts with enough confidence. ~ DatTative production have changed the evidentiary

conditions of crisis work (Barrington et al., 2025; van
Diggelen et al., 2025). Deepfakes remain the most

Even under uncertainty, the working order remains
recognizable: identify the incident, assess respon-
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visible sign of that shift, although their practical
danger extends beyond the fabrication of speech or
behavior. They alter the setting in which journalists,
investors, employees, regulators, and online audiences
decide what counts as proof (Ahmed et al, 2024;
Schiff et al., 2025). Once audio and video lose their
former status as intuitive evidence, crisis communi-
cation teams cannot rely on rapid clarification as their
main protective instrument (Barrington et al., 2025;
Deppe & Schaal, 2024).

The aim of this article is to explain why classical crisis
communication models have limited explanatory and
practical capacity in an environment of manipulable
facts. Three research objectives guide the study. The
first objective is to distinguish cognitive warfare from
narrower categories of deepfake-based disinformation
and reputational attack. The second objective is to
identify why speed-centered crisis response becomes
insufficient when the factual basis and source
attribution of a crisis remain uncertain. The third
objective is to develop corporate-oriented decision
logic for communication professionals facing persis-
tent cognitive attacks against brands, executives, and
institutional trust.

The novelty of the article lies in shifting the analytical
focus from deepfakes as isolated technological threats
to cognitive warfare as a broader operational category.
This shift allows crisis communication to be recon-
sidered as a system of attribution, verification,
emotional stabilization, and stakeholder sense-making
under adversarial pressure. The hypothesis states that
crisis communication models built around rapid
response to ascertainable facts lose practical effective-
ness when adversaries manipulate the facts them-
selves, while attribution and cognitive resilience
become more decisive than speed alone.

2. Methodology

The material base consists of ten academic sources
published between 2022 and 2026. The search strategy
covered Scopus-indexed and publisher-based data-
bases, including SpringerLink, Frontiers, Cambridge
Core, Taylor & Francis, Wiley Online Library, SAGE,
and journal search platforms related to communication
studies, information systems, security studies, psy-
chology, and Al ethics. Search strings combined
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“cognitive warfare,” “deepfakes,” “crisis communica-
tion,” “synthetic media,” “computational propaganda,”
“cognitive bias,” “voice clones,” “liar’s dividend,”

99 <c

“strategic communication,” and “Al-enabled counter-
measures.” Screening excluded works centered only
on technical detection, general media literacy,
electoral disinformation without crisis relevance, and
commentary without conceptual or
methodological value. A broader pool of recent

normative

publications was narrowed to ten sources covering
four thematic groups: conceptual definitions of
cognitive warfare, ethical and strategic criticism,
cognitive bias in crisis information management, and
synthetic media effects relevant to corporate and
public communication (Ahmed et al., 2024; Barring-
ton et al., 2025; Cosic et al., 2026; Deppe & Schaal,
2024; Miller, 2023; Paulus et al., 2024; Reczkowski &
Adamski, 2025; Schiff et al., 2025; van Diggelen et
al., 2025; Zilincik, 2026).

The study uses comparative analysis to separate
deepfake incidents from cognitive warfare operations,
source analysis to extract concepts relevant to crisis
communication, conceptual synthesis to connect
security studies with public relations theory, typo-
logization to classify response limitations, and
analytical generalization to formulate a corporate
decision model. These methods correspond to the three
objectives: definitional separation, critique of speed-
centered response, and construction of an applied

communication framework.

3. Results

Recent conceptual work describes cognitive warfare as
influence directed at perception, judgment, belief,
institutional trust, and decision-making. The NATO-
oriented conceptual discussion treats the cognitive
domain as a field where technology, behavioral
science, information operations, and strategic com-
munication intersect (Deppe & Schaal, 2024; Khan &
Hossain, 2021). In crisis communication, this position
shifts the object of crisis management. The
organization deals with more than a harmful message,
a false publication, or a hostile accusation. The
attacker pressures the stakeholder’s ability to decide
whether any denial, proof, expert statement, or
executive message deserves confidence.
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Ethical analysis of cognitive warfare connects comput-
ational propaganda, disinformation, institutional harm,
and psychological manipulation within one conflict
category (Miller, 2023). That connection matters for
corporate communication because a reputational attack
against an executive, brand, founder, or board does not
need to convince every audience member that a fake
video is true. It only needs to fragment confidence in
the organization’s communicative environment. Doubt
becomes operationally useful. A company facing a
synthetic scandal loses time while verifying the file
and while explaining why verification itself deserves
trust.

Deepfakes enter this structure as a practical trigger.
Cross-national evidence on viral deepfakes reports that
social media news use strengthens illusory truth
effects, meaning that repeated exposure increases
perceived credibility even when the material is false
(Ahmed et al, 2024). This finding changes the
meaning of the first response window. In a classical
crisis model, the opening phase usually turns into a
race to frame the event. In a manipulable-fact
environment, the opening phase turns into a race over
evidentiary discipline. A premature denial without
visible verification logic gives adversaries a second
target: the organization’s credibility as an evaluator of
evidence.

Research on Al-powered voice clones sharpens the
problem. Experimental evidence indicates that people
are poorly equipped to detect
(Barrington et al., 2025). For corporate and VIP
protection, reputational exposure no longer belongs

cloned voices

only to public video. Voice messages, phone calls,
meeting audio, investor briefings, executive instruc-
tions, and internal recordings become plausible
carriers of manipulation. The crisis team carries a
double burden. It has to protect the public-facing
reputation of the organization and the internal trust
architecture through which employees decide whether
instructions are genuine.

The “liar’s dividend” adds another layer. Work on
disinformation claims shows that public figures exploit
the existence of manipulated media by dismissing
authentic evidence as fake (Schiff et al., 2025). This
mechanism matters for crisis communication because
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synthetic media changes both sides of the evidentiary
problem. False content appears more credible, while
genuine content becomes easier to deny. The crisis
professional operates inside an evidentiary trap. If the
organization confirms too slowly, the fake gains
circulation. If it rejects too quickly, stakeholders
suspect defensive evasion. If it provides technical
proof, audiences with low trust in the institution
distrust the proof provider.

Crisis information management research offers a
bridge between classical uncertainty and cognitive
warfare. An exploratory study of crisis information
management reports that data bias and confirmation
bias reinforce each other under urgency, producing
path dependencies in decision-making (Paulus et al.,
2024). This finding matter because crisis teams under
synthetic attack often inherit biased data streams from
social platforms, media monitoring tools, screenshots,
reposts, accounts, and emotionally
saturated stakeholder reactions. Speed under these
conditions does not always reduce reputational
damage. It sometimes accelerates the organization’s
dependence on distorted inputs.

anonymous

A comparison of the cognitive warfare literature with
crisis information management produces a sharper
conclusion. The conceptual account by Deppe and
Schaal explains why cognitive warfare targets sense-
making at individual and collective levels (Deppe &
Schaal, 2024). The ethical account by Miller clarifies
why institutional harm and freedom of communication
create moral limits for countermeasures (Miller, 2023).
The crisis information management study by Paulus
and colleagues shows why urgency and bias damage
information products inside crisis organizations
(Paulus et al., 2024). Together, these positions indicate
that crisis response cannot be reduced to a com-
munication output. It begins earlier, with disciplined
production of a verified internal picture.

The skeptical perspective on cognitive warfare
protects the argument from conceptual inflation.
Strategic theory and affective-science criticism warn
that the term “cognitive warfare” risks overuse,
especially when analysts describe every form of non-
violent information aggression as war (Zilincik, 2026).
This critique has direct value for a corporate article
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because business communication does mnot need
weaponized language for every reputational distur-
bance. The concept has analytical value only where
the attack shows persistence, adversarial coordination,
manipulation of evidence, emotional targeting, and an
intention to degrade judgment. A single fake post,
even a harmful one, does not automatically constitute
cognitive warfare.

The same skeptical work proposes that information
aggression is often better understood through emotion-
centered subversion (Zilincik, 2026). This observation
aligns with recent work on emotionally based strategic
communications, which describes defensive communi-
cation as a structured process for sensing emotional
climates, designing legitimate messages, evaluating
impact, and adapting under human supervision (Cosic
et al., 2026). For crisis communication, the implic-
ation is precise. A synthetic attack is rarely resolved
through fact correction alone. Anger, humiliation, fear,
and resentment shape whether factual
correction receives acceptance.

distrust,

Religious and anthropological discussion of cognitive
warfare expands the focus from information exposure
to the protection of human judgment, autonomy, and
moral agency (Reczkowski & Adamski, 2025). Its
disciplinary setting differs from corporate com-

munication, yet its treatment of cognitive warfare as
an attack on perception, decision-making, and belief
formation helps explain business risks. In a corporate
setting, the same structure appears in less dramatic
form. Investors hesitate, employees doubt internal
instructions, partners suspend cooperation, journalists
wait for forensic confirmation, and audiences reinter-
pret older evidence through the lens of the synthetic
incident.

Al-enabled countermeasure research introduces the
operational layer. The proposed idea of advanced
persistent manipulators describes coordinated human-
machine influence systems capable of extended
multimedia attacks, while defensive counter-systems
require human control, harm minimization, and value
balancing (van Diggelen et al., 2025).

This perspective is especially relevant for corporate
communication because a firm cannot
automated manipulation with improvised statements
alone. It needs a governed system combining
monitoring, forensic escalation, legal
executive authentication, stakeholder mapping, and
communication authority. Table 1 arranges the

answer

review,

resulting shift from classical crisis response to
cognitive-warfare-oriented  crisis = communication.

Table 1: Shift from classical crisis communication to cognitive-warfare-oriented crisis response (adapted by the
author based on Cosic ef al., 2026; Deppe & Schaal, 2024; Paulus et al., 2024; van Diggelen et al., 2025).

Classical crisis communication

Transitional pressure

Cognitive-warfare-oriented response

Incident is treated as an event
with recoverable facts

Synthetic content distorts the
evidentiary base

Facts are verified through forensic, procedural,
and source-based attribution

Speed of response dominates

early crisis logic distrust

Fast denial risks strengthening

Response timing follows verification thresholds
and stakeholder risk

Message correction addresses
false claims

Repetition, emotion, and
platform dynamics sustain belief

Correction is paired with emotional stabilization
and channel-specific containment

Communication team manages
reputation

Attack targets judgment, trust,
and decision capacity

Cross-functional cell integrates communication,
security, legal, intelligence, and executive
authentication

Trust restoration follows
clarification

Authentic evidence remains
vulnerable to denial

Trust depends on visible verification routines and
pre-established credibility infrastructure
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The model is adapted from recent conceptual and
countermeasure work on cognitive warfare, Al-
enabled manipulation, emotional targeting, and crisis
information bias (Cosic ef al., 2026; Deppe & Schaal,
2024; Paulus et al., 2024; van Diggelen et al., 2025).
The table clarifies why the classical model weakens in
a synthetic-evidence environment. Its weak point is its
treatment of speed as the first operational virtue before
the evidentiary ground has been stabilized. Once
adversaries manipulate the fact base, speed without
attribution becomes a reputational hazard.

The comparison across sources leads to three findings.
First, deepfakes are best treated as instruments within
a broader cognitive operation when they are combined
with amplification, ambiguity, emotional targeting,
and institutional distrust. Second, attack attribution
becomes a strategic variable because the organiz-
ation’s response depends on whether the incident is a
hoax, fraud, parody, insider leak, coordinated smear,
geopolitical influence operation, or adversarial
business attack. Third, corporate crisis communication
requires a resilience layer that precedes the crisis:
verified executive channels, media-forensic partner-
ships, authentication protocols, scenario training, and
stakeholder education.

Classical models still retain utility for structuring
responsibility, apology, corrective action, stakeholder
segmentation, and message consistency. Their limits
appear when they presume that the organization and
audience are debating the interpretation of a shared
reality. Cognitive warfare removes that shared ground.
The practical communication problem then precedes
persuasion. The organization first has to help
stakeholders understand how reality is being tested,

verified, and protected.

4. Discussion

The findings support a revision of crisis communi-
cation practice. A company exposed to synthetic
media or coordinated narrative manipulation needs a
decision architecture that separates four questions
before selecting a public message: what happened,
whether the evidence is authentic, who benefits from
circulation, and which stakeholder group is most

vulnerable at the current stage. Classical crisis
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manuals usually answer the first question and move
quickly toward response posture. In cognitive attack
conditions, the second and third questions determine
whether any posture will remain credible.

The proposed implementation model begins before the
crisis. Organizations with high public visibility need
an evidence-readiness layer. This layer contains
verified executive communication channels, pre-
agreed authentication procedures for voice and video,
a registry of official accounts, media-forensic contacts,
and escalation rules for suspected synthetic content,
and internal drills that train teams to pause without
appearing evasive. The practical aim is to prevent the
first public statement from turning into an uncon-
trolled experiment in trust.

During the first response window, the communication
team needs to avoid two failures. The first failure is
emotional silence, where the organization waits for
perfect technical certainty while stakeholders experi-
ence fear, anger, or suspicion. The second failure is
evidentiary over claiming, where the organization
declares content fake before it has a defensible basis.
A stronger response separates emotional acknowle-
dgment from factual determination. The organization
states what is known, what remains under verification,
which channels carry authority, and when the next
update will follow. This preserves pace without pret-
ending that all facts have already been secured. Table
2 compares the operational limits of classical crisis
communication with the requirements of a cognitive-
warfare-oriented model. The comparison clarifies what
changes inside the crisis team’s decision process.

The table indicates that crisis communication under
cognitive attack turns into evidentiary governance.
The communication department remains central, but it
cannot operate as the sole decision unit. Security
teams, legal advisers, digital forensics specialists,
executive offices, investor relations, and HR com-
munication require a shared escalation protocol.
Fragmentation creates the main managerial risk: one
unit verifies the media file, another prepares a public
statement, a third briefs employees, and a fourth
contacts regulators. Contradictions between these
tracks give adversaries usable material.
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Table 2: Limits of classical crisis communication models under manipulable-fact conditions (compiled by the
author based on Deppe and Schaal, 2024; Miller, 2023; Paulus ef al., 2024; van Diggelen et al., 2025; Zilincik,

2026).

Crisis communication element

Classical model logic

Limit under manipulable facts

Required modification

Initial diagnosis

Identify incident and
reputational exposure

Incident evidence itself is
unstable

Establish verification status
before message posture

Response speed

Early response protects
credibility

Fast denial without attribution
increases suspicion

Use staged response with
time-bound updates

Stakeholder mapping

Segment audiences by
relationship to
organization

Audiences differ by
susceptibility to manipulation
and emotional activation

Add cognitive vulnerability
and channel exposure

mapping

Message correction

Refute false claims
with facts

Facts are contested, fabricated,
or dismissed

Combine correction with
proof-chain explanation

Spokesperson authority

Senior figure reassures
stakeholders

Executive image and voice are
targets of imitation

Use authenticated channels
and identity confirmation

Monitoring

Track media and social
reaction

Coordinated amplification
distorts perceived salience

Separate organic concern
from adversarial
amplification

Reputation repair

Restore trust after

Clarification does not end

Build repeated verification

clarification doubt when proof is routines and external
manipulable validation
Ethical control Avoid deceptive Defensive Al tools risk Preserve human
communication overreach authorization and

proportionality

Workable decision logic has five stages. The first
stage is signal capture, where the organization records
the earliest version of the content, the first visible
accounts, reposting patterns, and initial stakeholder
reactions. The second stage is verification triage,
where the team classifies the case as confirmed
authentic, likely manipulated, unclear,
assessable with available evidence. The third stage is

attribution assessment,

or mnon-

where intent,
ordination, and beneficiary logic are examined. The

origin, co-

fourth stage is stakeholder containment, where internal
and external groups receive calibrated updates through
authenticated channels. The fifth stage is resilience
review, where the organization evaluates which trust
mechanisms failed or held.

UniversePG | www.universepg.com

Monitoring metrics need to move beyond reach,
sentiment, and share of voice. Cognitive warfare
conditions require indicators that reflect evidentiary
instability and stakeholder judgment. Suitable metrics
status,
employee compliance

include time to wverification number of

authoritative-channel visits,
with authentication protocols, proportion of media
reports using verified language, recurrence of
debunked claims, platform migration of the narrative,
stakeholder confusion in inbound inquiries, and
executive impersonation attempts. These indicators do
not replace reputational metrics. They explain whether
the organization is regaining control over the
conditions under which reputation is judged. Table 3
presents an applied response matrix for corporate
communication teams. It links the type of synthetic or
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cognitive attack with the response priority, organiz-  ational owner, and communication output.

Table 3: Corporate response matrix for cognitive attacks against reputation and trust (compiled by the author
based on Ahmed et al., 2024; Barrington et al., 2025; Cosic et al., 2026; Reczkowski and Adamski, 2025; Schiff

et al., 2025).

Attack type Primary risk Response priority Lead function Communication output
Authentic Accountability Protect proof chain Legal, compliance, Evidence statement with
evidence erosion, distrust communications independent validation
dismissed as fake spiral
Coordinated Manufactured Identify the Intelligence, Stakeholder briefing separating
narrative consensus, amplification pattern communications, verified facts from circulation
amplification stakeholder legal claims
pressure
Cross-platform | Channel confusion, Reassert official Digital, Authenticated channel notice
impersonation loss of authority communication map communications, and account registry
security
Emotionally Fear, anger, Stabilize audience HR communication | Empathic update with practical
targeted rumor employee emotion and corporate affairs guidance
instability

Executive voice

False instruction,

Confirm identity and

Security and

Internal alert through verified

clone fraud, internal freeze executive office channels
panic unauthenticated
requests

Persistent Trust fatigue, long- | Build a resilience Executive leadership | Periodic verified briefings and

cognitive attack term reputational cell post-incident learning report
erosion
Synthetic video Reputation Preserve evidence | Communications and | Public holding statement with
scandal damage, media and verify digital forensics verification timeline
acceleration authenticity

The response matrix indicates that the central practical
decision concerns the type of uncertainty the organiz-
ation faces. A voice-clone fraud requires internal
containment before public explanation. A synthetic
video scandal requires forensic preservation before
reputational framing. A coordinated amplification
campaign requires pattern diagnosis before broad
denial. A liar’s-dividend situation requires proof-chain
protection because the threat comes from the denial of
authentic evidence.

The author’s position is that crisis communication in
this environment needs a restrained but firmer epis-

UniversePG | www.universepg.com

temic function. Communication professionals are not
forensic engineers, intelligence officers, or legal
investigators. They still carry responsibility for
translating verification procedures into language that
stakeholders understand. This translation task has
ethical weight. Over technical statements alienate
audiences.

Emotional messaging without proof weakens credi-
bility. Excessive secrecy generates suspicion. The
most defensible position combines limited claims,
visible process, authenticated channels, and repeated
updates.
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Training requires revision as well. Crisis simulations
need to contain ambiguous
competing expert opinions,

synthetic evidence,

emotionally charged
stakeholder groups, and coordinated amplification by
accounts with unclear origins. Teams need practice in
saying “verification is underway” without sounding
passive. They need templates for evidence-status
language, not only apology, denial, correction, and
reassurance. Executive media training has to cover
authentication routines, live verification practices, and
protocols for compromised voice or video.

The corporate migration of cognitive operations
creates another managerial implication. Reputation
protection no longer belongs only to external com-
munication. It intersects with cybersecurity, fraud
prevention, executive protection, investor relations,
and employee trust. A fake CEO video aimed at the
market, a cloned voice aimed at finance staff, and a
false leak aimed at journalists differ in channel and
target, but share one operational structure: they exploit
trust routines designed for a pre-synthetic media
environment.

The proposed framework has an analytical limitation.
It does not test the model through corporate cases,
controlled experiments, or practitioner interviews. Its
value lies in conceptual integration and decision
design. Future empirical work would need to examine
how communication teams perform under simulated
cognitive attack, which verification phrases reduce
stakeholder confusion, and how external validation
affects trust recovery after synthetic incidents.

5. Conclusion

Cognitive warfare differs from isolated deepfake
disinformation because it targets the audience’s
capacity to judge evidence, assess institutions, and
maintain coherent decision-making under pressure.
Deepfakes operate as visible instruments inside a
broader pattern built from synthetic media, amplifi-
cation, emotional activation, attribution ambiguity, and
erosion of trust. This distinction clarifies why a
corporate crisis caused by manipulated content cannot
be treated as a conventional reputational incident with
a faster technical add-on. Classical crisis com-
munication models
responsibility, stakeholder contact, message discipline,

retain value for organizing
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and reputational repair. Their limits appear when the
crisis begins with unstable evidence. In such cases,
response speed loses its privileged position.
Attribution, verification status, proof-chain integrity,
and emotional stabilization become decisive
conditions for communication credibility. The
hypothesis is confirmed: when facts themselves are
manipulable, crisis communication based only on
rapid response to established facts lose explanatory
and practical force. The proposed corporate model
replaces improvised denial with staged decision logic:
signal capture, verification triage, attribution
assessment, stakeholder containment, and resilience
review. Its practical contribution lies in connecting
communication work with evidentiary governance.
Organizations that prepare authenticated channels,
verification language, cross-functional escalation, and
cognitive-resilience metrics are better positioned to
withstand persistent attacks against executives, brands,
and stakeholder trust.
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