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Abstract 

The integration of Artificial Intelligence (AI) with nuclear technology creates many valuable opportunities. This 

can increase the operational efficiency of nuclear facilities and help identify equipment problems. Thus, AI 

enables predictive maintenance and can improve safety-related systems. AI also helps to manage complex 

processes more accurately, which makes nuclear operations more effective. Sometimes, AI helps to strengthen 

security systems. However, this combination also creates new and complex security challenges that are not fully 

covered by the existing regulatory framework. The main risks include data manipulation attacks, autonomous 

systems working against their intended goals, a lack of coordination, and the potential misuse of AI-based 

decision-making systems. These threats require careful analysis and strong security measures. This article 

discusses the specific security risks related to AI. The article also explains how regulatory agencies play a vital 

role in managing these risks. 
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1. Introduction 

Due to digital innovation, the global nuclear energy 

sector is changing rapidly. The development and 

operation of nuclear facilities are being increased by 

new technologies. At COP28 in 2023, more than 20 

countries launched a declaration supporting an aspira-

tional goal to triple global nuclear energy capacity by 

2050. This target highlights the growing importance of 

nuclear power. It can support clean energy goals and 

help to reduce carbon emissions. Achieving this goal 

will require continuous improvements in technology. 

So, the nuclear industry also became more efficient 

and competitive. Artificial Intelligence (AI) plays a 

key role in this transmission. It can enhance perfor-

mance, support decision-making, and enable the 

development of more advanced nuclear systems for the 

future (Chen et al., 2024; Zohuri, 2024). 
 

Rafael Mariano Grossi, Director General of the 

International Atomic Energy Agency (IAEA), has 

described the convergence of artificial intelligence and 

nuclear energy as a “structural alliance,” captured by 

the phrase “Atoms for Algorithms” (Grossi, 2025). 

This concept reflects a two-way relationship: nuclear 

energy can help provide the large quantities of reliable, 
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low-carbon electricity required by energy-intensive AI 

data centers, while AI can enhance nuclear operations 

through predictive maintenance, anomaly detection, 

performance optimization, accident simulation, emer-

gency-response analysis, and safeguards-related data 

analysis (Ejigu et al., 2024; He & Degtyarev, 2023).   

 

The addition of AI in nuclear facilities has many 

different applications. It is used in automatic moni-

toring and control systems. Predictive main-tenance 

algorithms are also part of this system. It also detects 

abnormalities in machine learning. AI helps to identify 

potential threats more effectively. These technologies 

are also used in advanced reactor designs. Key 

examples are small modular reactors and micro-

reactors. By using AI and machine learning, these 

systems add new features. Various processes can be 

automated through these. They also support remote 

supervisory control. Shared control rooms are even 

used by some systems. These increase operational 

efficiency. They also reduce labor costs. At the same 

time, security levels are strengthened. The security 

systems also become more reliable and stronger 

(Huang et al., 2023; Jendoubi & Asad, 2024; Mondal 

et al., 2024; Zohuri, 2024). However, this digital 

transformation also brings major security challenges. 

Nuclear facilities are increasingly dependent on AI-

based digital systems. As a result, they face new types 

of cyber threats. These threats take advantage of AI 

mechanisms. A major risk is data poisoning attacks. 

These attacks corrupt the training data of AI systems. 

Another risk is adversarial examples. These inputs are 

designed to confuse the AI perception system. There is 

also a big challenge. It is difficult to ensure that AI’s 

decision-making processes are consistent with human 

goals. Safety rules must be fully maintained (Gupta et 

al., 2023; Lezzi et al., 2025).  

 

The combination of AI and nuclear technology creates 

a dual responsibility. One side is to use the trans-

formative potential of AI. The other aspect is to ensure 

strong governance. Disastrous failure must be pre-

vented by these systems. They must stop potential 

malicious misuse. This article focuses on a key 

research question. It asks what specific security risks 

arise from the integration of AI in the nuclear sector. It 

also examines how regulatory agencies can respond to 

these (Cancila et al., 2024; Verma & Williams, 2025a). 

This research is based on IAEA guidelines. It also uses 

recent research publications. International colla-

borative initiatives are also considered. Overall, the 

article provides a detailed analysis of AI-related 

security risks in the nuclear field. Moreover, it 

evaluates how regulatory frameworks are changing to 

cope with this technological convergence
 
(Cancila et 

al., 2024; Verma & Williams, 2025a).    
 

AI Integration in Nuclear Facilities: Current Land-

scape and Emerging Applications 

The Digital Transformation of Nuclear Operations  

Nuclear facilities have used digital Instrumentation and 

Control (I&C) systems for many years. However, 

recent events represent a massive change. Modern 

systems are becoming more adaptive, intelligent, and 

autonomous. The pace of digital innovation is 

extremely rapid. Technologies like AI are advancing 

rapidly and creating new opportunities. These adv-

ances are helping to improve many aspects of nuclear 

operations. These support improved performance, 

more effective system management, and increased 

efficiency (Bae & Lee, 2024; Huang et al., 2023; 

Jendoubi & Asad, 2024).   
 

 
Fig. 1: Detailed AI Security Threat Classification and 

Integrated Control Workflow. 
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Instrumentation and Control Systems: By increa-

sing AI capabilities, the use of digital I&C systems in 

modern nuclear facilities is dramatically improving. 

These systems help to improve the accuracy and rapid 

response capabilities of reactor operations. They can 

optimize performance in real time while strictly 

maintaining the security standards. AI also helps in a 

better monitoring system. It also controls complex 

processes. The Office of Research of the United States 

Nuclear Regulatory Commission is actively res-

earching new technologies in this area. Their research 

includes automated monitoring systems and control 

systems. They are also exploring artificial intelligence, 

Field Programmable Gate Arrays (FPGAs), and 

machine learning technologies
 
(Gaurav et al., 2024; 

Ramos et al., 2024; Zhang & Kelly, 2023; Zohuri, 

2023; Onwuatuegwu and Nwagu, 2021). 
 

Predictive Maintenance: AI systems can process vast 

amounts of data at nuclear facilities. Before any 

problem occurs, they help to identify potential 

equipment failures. This allows operators to perform 

maintenance based on the actual condition of the 

equipment. Consequently, downtime can be reduced, 

safety improved, and equipment lifespan increased. It 

also helps to prevent operational problems and 

potential accidents. Machine learning algorithms can 

detect small changes and hidden patterns in data. By 

identifying these operators can take timely action and 

resolve problems before they become serious (Men-

doza et al., 2026; Sandhu et al., 2023, 2024).  
 

Security Enhancement: AI can act both as a security 

tool and a security risk. This could create new security 

problems, but it could also help to protect nuclear 

facilities. AI systems can examine data from computer 

networks, security cameras and access records. They 

may find unusual activity that could be a sign of a 

threat. This system can work all the time without any 

interruption. They often can detect threats faster than 

humans in some case. This enhances the security and 

safety at nuclear facilities (Salehpour & Al-Anbagi, 

2024; Zhang & Kelly, 2023).   

 

Advanced Reactor Designs and AI Integration 

The next generation of nuclear reactors is being 

designed with AI as a core part of the system. AI is no 

longer just an additional feature. It is becoming a key 

element of reactor design. For example, we can talk 

about small modular and microreactors. These reactors 

offer advantages such as better scalability, more 

flexible deployment options, and easier production. AI 

helps to manage these new and more efficient ways. 

This supports improving management, better control of 

reactor operation, and improved performance (Dicker-

son et al., 2025; Rathod et al., 2024; Shumaker et al., 

2023; Silva et al., 2024; Karim et al., 2026). 
 

Automation and Remote Supervision: AI is used to 

increase automation in nuclear operations in the Small 

Modular Reactor (SMR) design. This reduces the need 

for a large number of employees in the facilities. AI 

also makes control possible and remote monitoring. 

Several small reactors can be supervised from a 

common control room. AI systems can handle daily 

activities and traditional tasks. They continuously 

monitor system status and the reactor’s performance. 

When an abnormal situation arises, the AI system can 

quickly alert human operators. This allows human 

operators to focus on important tasks. They can take 

action when needed (Hall et al., 2024; Poresky et al., 

2023; Shumaker et al., 2023; Wan & Lei, 2025).      
 

Autonomous Safety Systems: AI-based safety sys-

tems are used by advanced reactors. These systems can 

detect early signs of an accident. They can also start 

protective actions quickly. In many cases, they respond 

faster than traditional systems. These systems must be 

very reliable. They must act flawlessly in critical 

situations. They should not be activated accidentally. 

They should not fail when action is truly needed. This 

level of security is very important for nuclear 

operations (Basak & Lu, 2025; Russell & Linzi, 2023; 

Zubair & Akram, 2024).     
 

The “Atoms for Algorithms” Paradigm 

The “Atoms for Algorithms” concept shows the 

growing link between AI and nuclear energy. Global 

data-centre electricity use is expected to rise from 

about 415 TWh in 2024 to nearly 945 TWh by 2030. 

Nuclear power, including small modular reactors, can 

provide reliable, low-carbon electricity and may help 

meet this increasing demand (Grossi, 2025; IAEA, 

2024; IEA, 2025). Consequently, AI is being used in 

many areas of the nuclear industry. This helps in 

equipment monitoring and predictive maintenance. It 

also supports simulation and reactor modeling. AI can 
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improve regulatory work efficiency and security 

systems. So, nuclear technology and AI are becoming 

closely linked. Each technology helps the other. 

However, the growing connectivity also creates new 

security challenges. Risks in one area can affect other 

areas, which makes security management more 

complex 
 
(Jendoubi & Asad, 2024; Kropaczek et al., 

2023; Mendoza et al., 2026; Zhang & Kelly, 2023). 

 

AI Security Threats in Nuclear Contexts 

The addition of AI in nuclear facilities creates new 

types of security threats. These threats are different 

from traditional cybersecurity risks. AI systems have 

their own weaknesses and limitations. For this, it is 

important to know how AI systems work. Considering 

this, what could happen if an AI system fails in a 

nuclear facility? Such failures may have serious 

consequences. Therefore, both potential impacts and 

technical vulnerabilities must be considered when 

measuring AI-related security risks (Chen et al., 2024; 

Gupta et al., 2023; Hu et al., 2023; Slattery et al., 

2024).  
 

Data Manipulation and Poisoning Attacks  

AI and machine learning systems are heavily 

dependent on data. They use training data to learn and 

build models. In real-world situations, they also use 

operational data. Because of this strong dependence on 

data, these systems can be vulnerable to data manipul-

ation attacks. If the data is changed or corrupted, the 

AI system cannot produce correct results. In that case 

most of the time, it makes wrong decisions. So, the 

whole system is being affected. As a result, it creates 

major security risks (Aldoseri et al., 2023; Hu et al., 

2023; Khalid et al., 2018; Shen et al., 2020). 
 

Training Data Poisoning: Malicious agents can 

corrupt the data used to train AI systems. They can 

insert hidden behavior into the system. These secret 

behaviors may only appear in special circumstances. A 

corrupted AI model may look normal during the 

testing period. It may work properly in daily activities. 

But it can fail miserably when a specific task or input 

is given. If it is activated, then it may also do harmful 

activities. Such attacks on nuclear facilities are 

extremely dangerous. This can also be security systems 

or security monitoring systems. It may also disrupt the 

operational control system (Aghakhani et al., 2021; 

Ogunmolu, 2025; Shen et al., 2020; Yu et al., 2024). 

Therefore, multiple layers of protection are required 

(Fig. 2).  
 

 
Fig. 2: Simplified Defense-in-Depth conceptual layers 

for AI system security and oversight, illustrating 

hierarchical and integrated components. 
 

Adversarial Examples: Even well-trained AI systems 

may be confused by specific inputs. These inputs are 

designed to cause misclassification. Researchers have 

proven this in many studies. Minor changes can be 

added to the image. These changes are almost invisible 

to the human eye. These can also confuse computer 

vision systems. Then the system may misidentify 

objects with high confidence. This can be extremely 

dangerous in a nuclear facility. Adversarial examples 

may affect security cameras. These can help the 

intruders avoid detection. These may also confuse 

sensor systems. Ultimately, it may lead to wrong 

operational decisions (Baniecki & Biecek, 2024; Hu et 

al., 2023; Lee & Lee, 2023; Zbrzezny & Grzybowski, 

2023).  
 

Data Integrity Attacks: An AI system may be 

affected by data manipulation even during operations. 

Attackers can target the communication channels or 

sensors. They may send false information or data to the 

system. This makes the AI see an incorrect image of 

the installation. This may cause the system to make 

incorrect decisions. These decisions are made based on 

false information. The impact can be serious. It may 
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also fail to detect a real emergency. This may cause 

unnecessary shutdown. Both situations can create 

safety and security risks at nuclear facilities (Berghoff 

et al., 2020; Ee et al., 2024; O’Brien et al., 2023; 

Gupta et al., 2023; Mena et al., 2024; Najar & Wang, 

2024; Shubayr, 2024; Slattery et al., 2025).   
 

Autonomous Goal Misalignment       

A fundamental challenge in AI security is ensuring that 

AI systems act what human intended to do. Their 

decisions should follow human goals and instructions. 

In nuclear facilities, this issue becomes even more 

important. AI can be used in all systems that are 

closely related to security. It can cause serious 

problems if the system makes wrong decisions or 

behaves unexpectedly. For this, the AI system must be 

properly controlled and aligned with human intent. 

This is essential for reliable nuclear operations and 

maintaining safety and security
 
(O’Brien et al., 2023; 

Ee et al., 2024; Najar & Wang, 2024; Slattery et al., 

2025).     
 

Sub goal Setting Mechanisms: Advanced AI systems 

often work is dividing by a large goal into smaller 

goals. This helps them solve problems more effec-

tively. However, problems can occur if these small 

goals are not set correctly. AI may take wrong actions 

in some cases. This can create a huge risk to users and 

society. Basically, AI system focused on increasing 

efficiency may take steps that reduce security and vice 

versa. An AI system designed to prevent cyberattacks 

could block or isolate critical systems. This can 

accidentally affect safety measures. It also creates new 

risks in a critical environment (Ee et al., 2024; O’Brien 

et al., 2023; Slattery et al., 2025).  
 

Specification Gaming: AI systems trained with 

reinforcement learning. It can learn unexpected ways 

to solve problems. They try to achieve the rewards 

they are given. Sometimes they find solutions that 

were not in the designers’ plan. These actions may 

fulfill the reward requirement. But they may go against 

the original purpose of the systems. This issue is called 

specification gaming. This can be very dangerous in a 

nuclear environment. AI systems may find unusual 

ways to achieve goals. These methods can bypass 

important safety rules. They can also bypass security 

controls. This could lead to serious safety and security 

risks (Slattery et al., 2025). 

Value Learning Problems:  Geoffrey Hinton has 

highlighted a massive concern with AI systems. He 

said that serious problems can arise when AI creates its 

own sub-goals. He explains that these issues may not 

just come from limited training data. These can also 

arise from problems with the way AI sets its goal. 

They may fail to reflect real-world needs if AI’s goal-

setting methods are not accurate. Nuclear operations 

have complex security and ethical values. It is difficult 

to fully build up these values in algorithms. AI systems 

can behave unpredictably for this reason. This beha-

vior can become dangerous in some cases (Minh et al., 

2022; Slattery et al., 2025). 
 

Dual Use Concerns and Proliferation Risks 

AI technology used in civilian nuclear power could 

also serve military purposes. This creates its deploy-

ment a major challenge. The same technology can be 

used for both peace and military purposes. As a result, 

controlling and managing these technologies is more 

difficult. It could create additional challenges for 

regulatory agencies and policymakers (Chen et al., 

2024; He & Degtyarev, 2023; Sharikov, 2018).   
 

Weapons System Integration: The same AI capa-

bilities that improve the operation of civilian nuclear 

reactors. It could also be used in nuclear weapons 

systems. The misuse of AI technology has raised 

serious concerns. According to Anastassov, AI systems 

created for beneficial economic purposes could 

intentionally or unintentionally contribute to the use of 

nuclear weapons. Such developments could threaten 

nuclear stability. It also increases the risk of escalating 

conflict (Chernavskikh, 2024; Johnson, 2019; Shari-

kov, 2018). 
 

Proliferation Facilitation: AI systems could be 

misused to support nuclear proliferation activities. 

These may help speed up weapons design. It improves 

to find weaknesses in security systems or the uranium 

enrichment process. This creates the new security 

concerns. To prevent the proliferation of nuclear 

weapons, the IAEA’s safeguards system is responsible 

for verifying that countries are keeping their peaceful 

commitments. Therefore, it is also necessary to 

consider how AI can be used to avoid detection. It can 

be used to bypass existing security measures 

(Gastelum, 2024; He & Degtyarev, 2023).  
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Cybersecurity Vulnerabilities in AI-Enabled Systems 

The addition of AI makes computer security issues at 

nuclear facilities more serious. New levels of com-

plexity to security are added by AI systems. This raises 

the overall risk level. The IAEA has pointed out this 

concern. The agency said that the use of AI systems in 

nuclear facilities could lead to new computer security 

vulnerabilities. These risks require constant attention. 

To deal with these, careful monitoring and strong 

security measures are necessary (Gupta et al., 2023; 

Kumari et al., 2023; Shubayr, 2024).  
 

Expanded Attack Surface: AI systems create 

additional security risks because they depend on 

training data, development pipelines, models, software 

frameworks, and inference infrastructure. Attackers 

may poison datasets, tamper with models, exploit 

software vulnerabilities, or compromise deployment 

components. Such attacks can reduce the system’s 

accuracy, reliability, privacy, and availability (Khalid 

et al., 2018; Vassilev et al., 2025). 
 

Explainability and Transparency Gaps: Many 

advanced AI systems operate like “black boxes.” This 

is especially true for deep learning models. Their 

internal decisions are not clear. Even the developers 

may not fully understand how these work. This lack of 

explanations creates problems in security verification. 

This also makes the investigation of the incident more 

difficult. It is difficult to find out why an AI system 

makes a dangerous decision. It is not easy to know 

whether this was due to an attack. This could also be 

due to training errors. Sometimes this can happen due 

to unexpected circumstances. This makes it very 

difficult to analyze AI-related failures (Baniecki & 

Biecek, 2024; Berghoff et al., 2020; Minh et al., 

2022).  
 

Validation and Verification Challenges: Traditional 

software verification is based on a fixed and 

predictable behavior. It is based on clear source and 

code instructions. AI systems work differently. They 

learn their behavior from the data. They just do not 

specify programming rules. This makes testing and 

verification much more difficult. It is difficult to fully 

verify how an AI system will behave in every 

situation. Even manipulation by an opponent can 

change its behavior. It is very difficult to make AI 

completely safe in all cases in reality (Aldoseri et al., 

2023; Park et al., 2023; Villegas-Ch & García-Ortiz, 

2023).   

 

Systemic and Cascading Risks 

Modern digital systems are closely connected. One 

system depends on another. The problems can spread 

easily because of this. This weakness of AI could be a 

starting point. A minor mistake in one place can affect 

other systems. This can lead to a series of failures. In 

some cases, the impact can become much larger than 

expected. This makes the overall system riskier 

(Moskalenko et al., 2023; Slattery et al., 2025).   
 

Interdependency Failures: Different organizations 

are now working with AI systems. They exchange data 

and are dependent on each other. So, one decision may 

affect many places. If one system is weak, then others 

may also be at risk. A compromised AI in supplier 

organizations can be a serious problem. This can create 

hidden vulnerabilities in the system. These problems 

can spread over time. This may also reach multiple 

nuclear facilities. Ultimately, this makes security 

management more difficult (Moskalenko et al., 2023; 

Ylönen & Björkman, 2023).  
 

Common Mode Failure: If many organizations use 

the same type of AI system, they may have similar 

vulnerabilities. These systems are often trained on a 

similar type of data. One problem can affect them all 

because of this. An entire group can be attacked using 

a single vulnerability. It becomes a serious problem if 

an organization’s AI is hacked. How the system works 

if attackers figure it out. This method can then be used 

to target other organizations. Thus, a successful attack 

can guide the way for future attacks on others (Grosse 

et al., 2024; Moskalenko et al., 2023).   
 

Human-AI Team Breakdown: Nuclear facilities are 

operated by human workers. They are responsible for 

security. But AI systems are becoming more advanced. 

They are also becoming more autonomous. This is 

making human supervision more difficult. Operators 

might rely too much on AI guidance. They may fail to 

notice AI mistakes. Sometimes they don’t fully 

understand the situation. This may reduce their ability 

to control the situation. It becomes more difficult for 

humans to respond quickly if AI systems fail (Khamaj 

et al., 2024; Najar & Wang, 2024; Sethu et al., 2023). 

http://www.universepg.com/


Azam et al., / Australian Journal of Engineering and Innovative Technology, 8(4), 321-337, 2026 

UniversePG l www.universepg.com                                                                                                                                          327 

The IAEA Regulatory Framework and AI Gover-

nance 

The IAEA’s Evolving Role in AI Security 

The IAEA is the principal international body for 

nuclear security and safety. It sets global standards. It 

also increases cooperation between different countries. 

New challenges have emerged with the spread of AI in 

nuclear systems. The IAEA is working on these issues. 

It has taken several initiatives to manage AI-related 

security risks. These efforts aim to improve safety. 

They also help in security and strengthen international 

coordination (Alkış & Sökmen Alaca, 2025; Brown, 

2022; Su et al., 2025). The IAEA’s regulatory app-

roach to nuclear safety also provides important lessons 

for AI management. This approach supports the 

responsibility of AI, which is explained by Cha’s 

research. It also shows how it manages the associated 

risks. The study highlights that the IAEA model 

provides important insights for global AI security 

efforts (Cha, 2024; Hatz, 2025; Wasil, Clymer, et al., 

2024).  
 

Key features of this approach include: 

 International standards development that esta-

blishes baseline requirements while accommo-

dating national differences (Cha, 2024; Kleba-

nov & Lizikova, 2025). 

 Technical cooperation programs that help mem-

ber states develop skills and knowledge (Alkış & 

Sökmen Alaca, 2025; Su et al., 2025). 

 Peer review mechanisms that enable continuous 

improvement and mutual learning to each other 

(Cha, 2024). 

 Safeguards and verification that ensure coun-

tries follow their international commitments 

(Hatz, 2025; Klebanov & Lizikova, 2025).  

 

Coordinated Research Projects on AI Security 

To address emerging AI security challenges, the IAEA 

has launched a new Collaborative Research Project 

(CRP) called “Enhancing Computer Security of 

Artificial Intelligence Applications for Nuclear 

Technologies” (Spirito et al., 2023; Su et al., 2025). 

The main goal of this project is to improve the 

computer security of AI-based technologies used in 

nuclear facilities. It also supports the safe use of AI in 

small modular reactors and other nuclear applications 

(Arhouni et al., 2025; Spirito et al., 2023; Yockey et 

al., 2023).  
 

 
 

Fig. 3: Evolution of AI in Nuclear Technology. 
 

The primary goals of these projects are as follows:  

 Developing techniques and frameworks to find 

security vulnerabilities in AI systems used in 

nuclear technology (Blakely et al., 2025; Sample 

& Eggers, 2020; Spirito et al., 2023; Yockey et 

al., 2023). 

 Developing security assessment tools based on 

AI that can strengthen defenses against AI-

related attacks (Arhouni et al., 2025; Blakely et 

al., 2025). 

 Creating safeguards and security controls for AI-

enabled nuclear applications (Sample & Eggers, 

2020; Spirito et al., 2023; Yockey et al., 2023). 

 Develop a framework for training to increase 

knowledge and skills on AI security (Arhouni et 

al., 2025; Su et al., 2025).   
 

The project recognizes the growing application of AI 

and machine learning in the nuclear industry. These 

technologies have the potential to increase operational 

efficiency and improve security systems. They can also 
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help with identification. However, they also introduce 

new threats to computer security. These challenges 

require new and effective solutions (Arhouni et al., 

2025; Blakely et al., 2025; Jendoubi & Asad, 2024). 

The CRP is open to research organizations from all 

IAEA member countries. The IAEA encourages the 

participation of women and young researchers. This 

helps to build a skilled and diverse workforce in the 

expanding field of AI safety for nuclear technology 

(Arhouni et al., 2025; Hatz, 2025).   
 

IAEA Safety Standards and AI Integration 

A general foundation for nuclear safety is provided by 

the IAEA safety standards. Nuclear facilities may 

operate safely under these regulations. As the use of 

AI-powered systems increases, these standards might 

need to be clarified and expanded (Cancila et al., 2024; 

Cha, 2024; Jendoubi & Asad, 2024; Su et al., 2025). 

Several crucial factors must be considered, such as: 
 

Defense in Depth: Defense in depth is a key principle 

of nuclear security. Multiple independent layers of 

protection are relied on it. As AI is added to digital 

systems, this principle must be maintained. However, 

AI systems can use similar development methods and 

training data. This can cause general weakness. As a 

result, this reduces their independence. Multiple layers 

of protection may be affected by the same vulnerability 

(Blakely et al., 2025 O’Brien et al., 2023; Shah et al., 

2025; Spirito et al., 2023).    
 

Safety Security Interface: Both safety and security 

must be balanced by nuclear facilities. The main goal 

of safety is to prevent accidents. To provide protection 

from malicious attacks are the main goal of security. 

The use of AI systems is increasing in both areas. This 

can sometimes lead to conflict. A safety measure may 

affect security functions or may weaken security. For 

example, we can say that an AI safety system could 

isolate a compromised network. Important security 

monitoring systems could be accidentally disabled. 

Similarly, an AI security system can override safety 

controls and may prioritize uninterrupted operations. 

These situations can create additional challenges and 

risks (Arhouni et al., 2025; Blakely et al., 2025; 

Sample & Eggers, 2020; Spirito et al., 2023).   
 

Graded Approach: The IAEA adopts a graded app-

roach. This means that more stringent conditions apply 

to systems with greater security concerns. The same 

concept must be followed by AI systems. First of all, 

we need to assess how important each AI function is 

for security. After that, we can determine the level of 

risk. The security conditions can be adjusted based on 

this. AI systems that perform highly critical security 

functions should be subject to stronger protection 

measures and more rigorous controls, whereas less 

critical systems may require fewer security measures. 

This approach helps ensure that security measures are 

proportionate to the level of risk and aligned with 

actual security needs  (Cha, 2024; O’Brien et al., 2023; 

Jendoubi & Asad, 2024; Wasil, Clymer, et al., 2024).  
 

Nuclear Security Guidance and AI 

The IAEA Nuclear Security Series provides guidance 

on protecting nuclear facilities from malicious activity. 

This includes important documents related to computer 

security at nuclear facilities.(Alkış & Sökmen Alaca, 

2025; Law & Ho, 2023; Spirito et al., 2023).  
 

An important structure is provided by these docu-

ments. These include: 

 Identifying critical digital assets that need pro-

tection (Blakely et al., 2025; Spirito et al., 2023; 

Yockey et al., 2023). 

 Creating protective measures with clear security 

boundaries (Blakely et al., 2025; Law & Ho, 

2023; Spirito et al., 2023). 

 Implementing technical security controls to 

secure systems (Blakely et al., 2025; Law & Ho, 

2023; Spirito et al., 2023; Yockey et al., 2023). 

 Managing supply chain security for digital 

systems (Sample & Eggers, 2020; Spirito et al., 

2023). 

 Conducting security assessments and ongoing 

monitoring (Arhouni et al., 2025; Blakely et al., 

2025; Spirito et al., 2023; Yockey et al., 2023). 

 

This guidance can also be applied to AI systems. But 

specific AI-related topics need to be expanded. This 

includes keeping data secure and safe. This also 

includes validating and verifying AI models. Another 

concern is protection against machine learning attacks. 

These additions are important for the safe use of AI in 

nuclear environments (Cancila et al., 2024; Cha, 2024; 

Jendoubi & Asad, 2024; Spirito et al., 2023).  
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Regulatory Challenges and Governance Gaps 

The Adaptation Challenge: From Nuclear Safety to 

AI Governance  

The IAEA’s nuclear security framework provides the 

useful lessons for managing AI (Cha, 2024). However, 

to directly apply this framework, we run into important 

limitations (Cha, 2024). Therefore, AI and nuclear 

technology are fundamentally different. Hence, the 

same method cannot always be used for both fields 

(Cha, 2024; Judge et al., 2025).   
 

Maturity and Stability:  Nuclear technology is built 

on well-established scientific foundations. It also 

benefits from decades of management experience 

(Judge et al., 2025; Verma & Williams, 2025b). AI 

technology is very different. It is developing at a very 

fast pace. Its capabilities are often faster than we 

realize. It is also growing rapidly. For this, regulatory 

frameworks designed for stable technologies often 

struggle to keep up with these changes (Cha, 2024; 

Judge et al., 2025; Li, 2026; Verma & Williams, 

2025b).  
 

Predictability and Verification: Though nuclear 

systems are complex, their behavior is generally 

predictable. These can be verified, modeled, and tested 

against established specifications (Judge et al., 2025; 

Verma & Williams, 2025a). AI behaviors cannot 

always be predicted from their design. Even after 

passing all tests, an AI system may fail unexpectedly 

during real-world operations (Cha, 2024; Judge et al., 

2025).  
 

International Consensus: The nuclear sector benefits 

from decades of international cooperation. Different 

countries have developed common policies and 

practices over the years (Cha, 2024; Li, 2026). AI 

governance is different. It still lacks a coordinated 

approach and is fragmented. Different policies are 

followed by different countries. These differences are 

varying levels of risk-taking, economic interests, and 

are influenced by cultural values (Cha, 2024; Li, 2026; 

Wasil, Barnett, et al., 2024).  
 

Liability and Legal Responsibility  

The addition of AI in nuclear facilities raises complex 

questions about liability. These questions become 

important when AI systems contribute to nuclear 

damages (Klebanov & Lizikova, 2025; Trout, 2025).  

Attribution Challenges:  It becomes very difficult to 

find the cause if there are any damages associated with 

an AI system. It is hard to know what exactly went 

wrong. The AI may have made a wrong decision. This 

may be due to faulty training data. This could also be 

due to limitations of the algorithm. It could also be due 

to malicious manipulations. Sometimes humans can 

also be responsible. They may have failed to control 

the AI in time. The developer may be at fault in other 

cases. System integrators also may be responsible. The 

operator of the organization may perform the main 

responsibilities. This makes accountability complex 

and unclear (Judge et al., 2025; Klebanov & Lizikova, 

2025; Trout, 2025).  
 

Existing Liability Regimes: International nuclear 

liability agreements generally place liability on 

operators of nuclear facilities. This makes it faster and 

easier to pay compensation to victims. But it also could 

reduce the pressure on AI developers to fully ensure 

security. Klebanov and Lizikova clearly highlight this 

point. They point out that the use of AI in nuclear 

power plants challenges the current liability system. It 

becomes a serious issue when AI technology is part of 

the cause of an accident (Klebanov & Lizikova, 2025; 

Trout, 2025).  
 

Insurance Implications: The behavior of AI failures 

is often unpredictable. This makes it very difficult for 

insurance companies to assess risk. Insurers may not 

fully understand when or how failure may occur. They 

may not even be aware of the potential for these 

failures. They may hesitate to provide insurance for 

AI-related risks for this reason. This uncertainty can 

create obstacles. This could slow down the use of AI in 

nuclear systems (Klebanov & Lizikova, 2025; Trout, 

2025).  
 

Non-Proliferation and Safeguards Implications 

AI integration affects the implementation of IAEA 

safeguards. It also creates new challenges for the non-

proliferation regime. As AI adoption grows, both the 

risks and opportunities increase. These changes may 

have an impact on the nuclear sector and the 

international non-proliferation regime (Allison & 

Herzog, 2025; Cha, 2024; Klebanov & Lizikova, 2025; 

Nelson, 2021; Verma & Williams, 2025a).  
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Safeguards Enhancement: AI is revealing new ways 

to strengthen security systems. This can improve the 

open-source information, analysis of inspection data 

and satellite imagery. Undeclared nuclear activity 

might be indicated by machine learning algorithms, 

which can find patterns. Some of these patterns may be 

difficult for people to identify. This helps to enhance 

surveillance and supports non-proliferation efforts 

(Allison & Herzog, 2025; Klebanov & Lizikova, 2025; 

Nelson, 2021; Verma & Williams, 2025a).   
 

Safeguards Vulnerabilities: On the other hand, 

reliance on AI for safeguards can create new risks. 

Inspectors may become dependent on AI tools to 

detect unusual activity. They may hide activity in a 

way that evades the AI’s notice if adversaries 

understand how these tools work. This may weaken 

the effectiveness of the security system. Therefore, an 

AI-enriched security system must be continuously 

improved and updated. This is essential to remain 

effective against evolving avoidance tactics (Allison & 

Herzog, 2025; Klebanov & Lizikova, 2025; Nelson, 

2021; Verma & Williams, 2025a).  
 

Verification in the AI Era: An even greater challenge 

is maintaining trust in nuclear verification. Advanced 

AI technology is used by both the inspected state and 

the inspector. This makes the verification process more 

complicated. Transparency and trust-building mea-

sures need to be developed. They need to work on AI-

driven stealth methods. They must protect sensitive 

secrets while maintaining rightful public trust at the 

same time (Allison & Herzog, 2025; Klebanov & 

Lizikova, 2025; Nelson, 2021; Su et al., 2025; Verma 

& Williams, 2025a; Wasil, Barnett, et al., 2024).  

 

Export Control and Technology Governance 

AI technologies used in nuclear applications are 

subject to difficult export control systems. To prevent 

nuclear proliferation, these rules are designed. They 

also support peaceful international cooperation at the 

same time (Allison & Herzog, 2025; Klebanov & 

Lizikova, 2025; Nelson, 2021; Wasil, Barnett, et al., 

2024).  
 

Dual Use Classification: Determining which AI 

capabilities require export controls is not easy. This 

requires a careful assessment of current capabilities. It 

is also necessary to think about future possibilities for 

this. These days, an AI algorithm may seem harmless. 

For example, we can say what improves reactor 

performance may not have much to do with weapon 

use. But this situation may change over time. The same 

algorithms may become more sensitive as AI 

improves. Its relevance may increase for weapons-

related uses. This makes decision-making controls 

more complex (Allison & Herzog, 2025; Klebanov & 

Lizikova, 2025; Nelson, 2021; Wasil, Barnett, et al., 

2024).  
 

Regulatory Arbitrage: Different countries have 

different rules to control the export of AI. A risk called 

regulatory arbitrage, which is created by this. 

Developers can transfer sensitive technology through 

countries with weak regulations. This could result in 

gaps in the control system. Such gaps make control 

less effective. International coordination is very 

important. The IAEA and other international forums 

assist in resolving the issue. They work to close these 

gaps and improve international cooperation (Allison & 

Herzog, 2025; Klebanov & Lizikova, 2025; Li, 2026; 

Nelson, 2021; Wasil, Barnett, et al., 2024).  
 

Open-Source Challenges: Much AI research, 

including software, technical methods, and model 

information, is openly published. Although this open-

ness supports innovation, it also makes sensitive know-

ledge easier to access and harder to control. Some 

publicly available information could potentially 

contribute to nuclear proliferation. Traditional export-

control systems were mainly designed to regulate 

physical goods and restricted technical information, 

making them less effective when digital knowledge 

can be shared instantly across borders. As a result, 

controlling the spread of sensitive AI-related know-

ledge remains a significant challenge (Allison & 

Herzog, 2025; Klebanov & Lizikova, 2025; Nelson, 

2021; Wasil, Barnett, et al., 2024).   
 

The Role of National Regulatory Authority 

The national regulatory authority has critical role to 

ensure the nuclear security with the update of 

technology. AI integrated systems of nuclear infra-

structure can be a breaching point for cyber-attacks 

which might have adverse consequences on safety and 

security of the nuclear installations. Therefore, 

regulatory body needs to establish strict regulations 

and guidance to ensure AI integrated systems are 
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protected against hackers. Again, the loss of human 

control in case of sensitive decisions during the 

operation of NPP using AI can be one of the greatest 

threats. To mitigate this problem, regulatory authority 

shall demand through regulations that well-trained 

personnel must verify and authorize in case of each 

critical command. The US Nuclear Regulatory Com-

mission (NRC) is a prime example of active national 

engagement in addressing AI security challenges in the 

nuclear sector. Its research department conducts 

technical research to support regulatory activities 

related to cybersecurity (Nuclear Energy Agency, 

2019). These efforts include the assessment of auto-

nomous systems and characterization of cybersecurity 

conditions using AI or ML (Nuclear Energy Agency, 

2019). They also focus on assessing AI performance 

gaps for security-sensitive systems and risk analysis of 

wireless technologies (Nuclear Energy Agency, 2019). 

The NRC collaborates closely with the Department of 

Energy and educational institutions such as Purdue 

University (Zhang & Kelly, 2023). It also partners with 

industrial organizations like the Electric Power 

Research Institute to coordinate cybersecurity research 

(Zhang & Kelly, 2023). This collective effort recog-

nizes that effective AI governance requires multi-

disciplinary expertise (Zhang & Kelly, 2023). This 

collaborative framework directly assists in the 

development of regulatory guidelines (Klevtsov et al., 

2016). An example is Regulatory Guide 5.71 regarding 

cyber-security programs (Klevtsov et al., 2016). The 

NRC is actively looking forward to future updates to 

this guidance to address emerging AI applications 

(Klevtsov et al., 2016). International cooperation is 

essential for a strong AI security regime
 
(Cha, 2024). 

This global challenge is clearly beyond the capabilities 

of any single country (Cha, 2024). The IAEA serves as 

the primary multilateral forum for nuclear regulations 

(Cha, 2024). It successfully facilitates bilateral 

exchanges, quality coordination, and shared learning 

(Cha, 2024). Specialized technical working groups 

under this type of structure enable cross-border expert 

consensus (Rakitin & Chebyshov, 2022). These groups 

establish specific AI security requirements, assessment 

methods, and best practices (Rakitin & Chebyshov, 

2022). Furthermore, advanced developed regulatory 

jurisdictions actively contribute to global resilience 

(Paperiello, 2011). They do this through capacity 

building initiatives such as the IAEA's Technical 

Cooperation Programme (Paperiello, 2011). These 

programs provide training and important knowledge 

transfer to help developing countries establish a 

credible AI oversight System (Paperiello, 2011). 

Emerging regulatory philosophies reflect diverse 

national contexts but converge strongly on three core 

principles (Borysiewicz et al., 2015). Firstly, risk-

based control regulation balances the intensity of direct 

supervision with the potential consequence of AI 

failure (Borysiewicz et al., 2015). This approach 

requires structured procedures to assess both feasibility 

and operational impact (Borysiewicz et al., 2015). 

Secondly, the technology-neutral framework empha-

sizes performance-based and risk - informed criteria 

(Nuclear Energy Agency, 2019). As explored by the 

NRC, these criteria remain applicable across evolving 

AI architectures without continuous regulatory 

revision (Nuclear Energy Agency, 2019). Thirdly, 

adaptive regulation supports flexible, interactive 

models capable of responding to the rapid evolution of 

AI (Cha, 2024). This requires new rules to be made 

compatible with the existing legal framework (Cha, 

2024). At the same time, it will enable timely, context 

- sensitive intervention (Cha, 2024). Together, these 

approaches aim to balance technological innovation 

and the imperative of maintaining nuclear safety and 

security. Therefore, a regulatory authority can ensure 

the nuclear security with the evolution of new 

technology through establishing proper legal infra-

structure by proper collaboration with national and 

internation organizations.  
 

2. Conclusion 

The addition of AI to the nuclear industry has afforded 

it novel opportunities to enhance safety and oper-

ational efficiency. However, it raises digital vulner-

ability, regulatory complexity, and autonomous mis-

alignments. When new threats arrive, policies must be 

changed. In addition, regulations must be flexible and 

always updatable as AI technology is developing very 

rapidly. The regulatory authority can play critical role 

to ensure the nuclear security with the update of 

technology by updating national legislation. The 

implementing guide and technical guides need to be 

updated properly to address the upcoming threat on 

nuclear security in case of using AI in the nuclear 
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industries. Though the use of AI facilitates the safety, 

it can be threat to the nuclear security especially to the 

cyber security and thus safety and security interface 

need to be balanced before implementing AI in the 

nuclear industries. This safety-security interface 

balancing should be address accordingly in the 

national legislation. Global nuclear legislation must be 

rearranged from a rigid framework to a highly adaptive 

and risk-informed pattern to ensure safe utilization of 

AI in “Atoms for Algorithms”. Establishments like the 

IAEA and national regulators have a crucial role in 

enforcing global security standards. Finally, the secure 

use of AI in critical nuclear infrastructure requires 

compatibility between technological innovation and 

rigorous safety and security standards. 
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